IMamsaTKa 17151 o0yyaromuxcsi 00 UHGOPMAUMOHHOM 0€30MaACHOCTH JeTei
Hennzsa
1. Bcewm moapsn coobmaTh CBOIO YaCcTHYIO HH(OpMaIHio (HacTosmue ums, pamunio, TenedoH, aapec, HoMep MIKOJbL, a Takxke poTorpaduu
CBOH, CBOE€H1 CEMbU U JIpy3ei);
OTKpBIBaTh BIOKEHHBIC (DaliJIbl QIIEKTPOHHOMN MOYTHI, KOTJa HE 3HACIITH OTIIPABUTEIIS;
['pyOuTh, IpUIUpPaTHCS, OKa3bIBATh JABJICHHE - BECTH ce0s1 HEBEXKIIMBO M arPeCCHUBHO;

Rl

He pacnopsixaiicst aeHbramu TBoel ceMbu 0€3 pa3pelieHus CTaplluX - BCEria CIpaliiBail poauTenei;

5. He BcTpeuaiica ¢ UHTEpHET-3HAKOMBIMH B peaibHOM KU3HH - IOCOBETYICS CO B3POCIIBIM, KOTOPOMY JOBEPSCIIb.
OcTOpOXHO

1. He Bce mumryT npaeny. Yuraems o cebe Henmpasay B IHTepHETE - cO001IH 00 3TOM CBOMM POJIUTENSIM WU ONEKyHaM;

2. llpurnamaroT nepenuchBaThCs, UTPaTh, OOMEHUBATHCS - TPOBEPH, HET JIH MOABOXA;

3. Hesakonnoe xonupoBanue (aiinoB B IHTepHETE - BOPOBCTBO;

4. Bceraa pacckasbiBail B3pOoCiIbIM O ITpoOIeMax B CETH - OHU BCETa TOMOTYT;

5. Hcnonb3yii HacCTpoNKK OE30MACHOCTH U IPUBATHOCTH, YTOOBI HE IOTEPSTh CBOU aKKAYHThI B COLICETSIX U IPYTUX MOpTajiax.
MoxHO

1. VYBaxaii Ipyrux nojab30BaTeeu;

2. Tlonb3yenibest MTHTEpHET-UCTOYHUKOM - JI€JIail CCHUIKY Ha HETO;

3. OTKpbIBaid TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OGmatkcs 3a MOMOIIBIO B3POCIBIM - POJUTENH, OTIEKYHBI M aIMUHUCTPALUS CAaiTOB BCEria MOMOTYT
HNudpopmanuoHHas NaMATKA I 00y4al0UIUXCH A8 pa3MelieHns HAa 0(pMIHMAJIbHBIX HHTEPHET-pecypcax

C KaXIIbIM TOZI0M MOJIOJIEKH B HHTEPHETE CTAHOBUTHCA OOJIbIIE, A IIKOJIBHUKU OJJHH U3 CaMbIX aKTUBHBIX I0JIb30BaTeNeil PyHera. Mexmy Tem, mom
OTPOMHOT0 KOJIMYECTBA BOZMOKHOCTEH, MHTEPHET HECET U Mpo0IeMbl. JTa MaMsTKa JI0JKHA TOMOUYb Tebe 0€30IacHO HaXOAUTHCS B CETH.
KommnbsrorepHsie BUpYChI
KomnbroTepHslil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBJIIETCS CIIOCOOHOCTD K Pa3MHO
JONOJTHEHHUE K 3TOMY, BUPYChI MOTYT OBPEANUTH WJIU ITOJIHOCTBIO YHUUYTOXKUTH BCE (Dailiibl U JaHHBIE, TOAKOHTPOJIbHBIE OJIB30BATENI0, OT UMEHH KQ
3aIlylleHa 3apakeHHasl IporpamMmma, a TakyKe MOBPEIUTh WK Aa)Ke YHUUTOXHUThH ONEPAlMOHHYI0 CUCTEMY CO BceMH (haitiinamu B iesioM. B GonbiimHC
PacIpOCTPaHAIOTCS BUPYCHI UEPE3 UHTEPHET.
Meroas! 3alUATEI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnons3yil COBpeMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOIIHNE CEPHE3HBIN YPOBEHD 3AIUTHI OT BPEIOHOCHBIX IIPOrpaMM;

2. TlocrosHHO ycTaHaBIUBai nmauytu (MM(pPOBBIE 3aIUTATKH, KOTOPhIE aBTOMAaTHUECKH YCTAHABIIMBAIOTCS C IIEITBI0 TIOPAOOTKH MPOTPAMMBI) H JpY!




O0OHOBJIEHHUS CBOCH ONEpaIiMOHHON cucTeMbl. CkaunBail MX TOJIBKO ¢ o(HUIHaIbHOTO caiita paspadorunka OC. Ecnu cymiecTByeT pekuM aBTq
OOHOBJICHUS, BKITIOYH €T0;

PaGoraii Ha cBOeM KOMIIBIOTEpE MO/ MpaBaMu MOJIb30BaTENA, @ HE aIMUHUCTPATOPA. DTO HE MO3BOIUT OOJIBITUHCTBY BPEAOHOCHBIX MIPOTPaM
HHCTAJIMPOBATHCA HA TBOCM IICPCOHAJIBHOM KOMITBIOTCPE,

Vcnonb3yii aHTUBUPYCHBIE POTrPaMMHBIE TPOTYKTHI M3BECTHBIX MPOU3BOJUTENCH, C aBBTOMAaTHYECKUM OOHOBJICHUEM 0a3;

Orpanuub (pU3NUECKHUI JOCTYN K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIMIL;

Hcnonp3yii BHEITHUE HOCUTENN MHPOPMALINH, TaKMe KaK (IIeniKa, IUCK Win (ailir u3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

N v e

He oTkpriBait KOMIIbIOTEpHBIE (HaMIIBI, TOTYyUYEHHBIE U3 HEHAJICKHBIX UCTOYHUKOB. J{axke Te (haiiiibl, KOTOPHIE MPUCITAN TBOK 3HAKOMBIH. JIyun
HEro, OTIPABIISAJ JIU OH TeOe UX.
Cern WI-FI
Wi-Fi - 310 He BUA nepenayu TaHHBIX, HE TEXHOJIOTHsI, a BCEro JHIIb Opena, Mapka. Eme B 1991 roay Huneprnaniackas KOMIaHUs 3aperucTprupoBaal
"WECA", utro o603Hauasno cinoBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs Kak "GecrpoBoHas TOYHOCTH'.
Jlo Hamero BpeMeHH JolIa apyras abopeBuaTypa, KOTopas sSBISIETCS TAKOH ke TexHosorueid. 9to abopesuarypa "Wi-Fi". Takoe HazBaHue ObLIO 1
Ha CTaHJapT BbIcIIel 3BykoBoM TexHUKU Hi-F1, uTo B mepeBose o3HavaeT "BbICOKAasi TOUHOCTD'.
Jla, 6ecrutaTHBIN HHTEPHET-IOCTYT B Kade, OTEISAX U a3pOIopTax SBJISAETCS OTIMYHON BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE KCTIepTHI cu
obmenoctynasie Wi-Fi cetn He SIBISIFOTCS] 0€30TTaCHBIMH.
CoBeTbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYTHBIX ceTax Wi-fi:

1. He nmepenagaii cBoro muuHy0 nHpOpManuio yepes odmieaoctynasie Wi-Fi cetn. PaGoTas B HuX, 'KeaaTeIbHO HE BBOJIUTH MAPOJIU JOCTYIIA, JI
KaKHe-TO HOMepa,

2. Hcnonp3yil 1 0OHOBIISM aHTUBUPYCHBIE IPOrpaMMbl U OpaHaMayep. Tem caMbIM Thl 00e30macuilb ce0sl OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCT

3. Tlpu ucnons3oBanuu Wi-Fi otkmoun Gpynkuuio "O6muit noctyn k ¢aitnam u npuarepam”. JlanHas QyHKIUS 3aKpbITa [0 YMOTYAHHIO, OJTHAR
MOJIb30BATEH AKTUBUPYIOT €€ JJIs Y00CTBa UCTIONB30BaHus B paboTe miu yuede;

4. He ucnons3yit myoauunsiii WI-FI 1ig nepenayun TM4HBIX JaHHBIX, HAIPUMED AJIs BBIX0/1a B COLIMANIBHBIE CETH UJTU B 3JIEKTPOHHYIO IIOYTY;

5. Hcmonb3yii Tonbko 3amuiiennoe coeauaenne yepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeG-anpeca BBoau umMeHHO "https://";

6. B MoOunpHOM Tenedone otkimtoun ¢pynkumio "Ilogkmouenne k Wi-Fi aBTromatnaecku'. He momyckaii aBToMaTHYECKOTO TTOAKITIOYEHUS YCTP

cetsim Wi-Fi 6e3 TBoero cornacus.
ConnajJbHBbIE CETH
CornuanbHble ceTH aKTUBHO BXOJST B Hallly )U3Hb, MHOTHE JIFOJIU pabOTalOT U )KUBYT TaM MOCTOSHHO, a B Facebook y»xe 3apeructpupoBan Muinap
YTO ABJIACTCA OHHOﬁ CGIIBMOﬁ BCEX JKHUTeNel miIaHeTsl. MHOrue moiab30BaTeiIid He IIOHUMArOT, 4TO I/IHq)OpMaI_[I/ISI, pasMCIICHHAA UMU B COLIMAJIBHBIX C
GBITL HaﬁaeHa " UCII0JIb30BaHa KEM YIOJAHO, B TOM YHCJIC HC OGSISaTeJIBHO C 6.]IaFI/IMI/I HaMCPCHUSAMMU.
OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIUATBHBIX CETAX:
1.
2. 3amminaii CBOIO YacTHYIO KW3Hb. He yka3biBaii mapoiu, TenedoHsl, aapeca, JaTy TBOETO POKICHUS U IPYTYIO JTHYHYI0 HHPOPMAIIHIO. 3710yM

OrpaHuub CIUCOK JApy3eil. Y TeOs B Apy3bsiX HE TOJKHO OBITH CITy4YailHBIX U HE3HAKOMBIX JIFO/IEH;
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MOTYT HMCIIOJIb30BaTh Jake HH(OPMALIUIO O TOM, KaK Thl U TBOH POJIUTENH IIJIAHUPYETE MPOBECTU KaHUKYJIBL;

3. 3Bammiai CBOIO penmyTaluIo - IEPKH €€ B YIUCTOTE U 3a/1aBail cebe BOMPOC: XOTeN Obl Thl, YTOOBI APYTHE TOIH30BATENIN BUEIH, UTO ThHI 3arPy
[Tonymaii, mpexxie 4eM 4TO-TO OMyOJIMKOBATh, HAMKCATD U 3aTPy3UTh;

4. Ecnu Tl TOBOPHUIIH C JTIOJbMU, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE PeabHOE UM U APYTYIO JINYHYIO HH(DOPMAIIHH: UM, MECTO KHUTEIH
y4eObl U Ipoyee;

5. W306eraii pazmemenus ¢otorpaduii B IHTepHETE, T1e TH H300pakeH Ha MECTHOCTH, ITO KOTOPOH MOYKHO OTPEICIIUTh TBOS MECTOTIOJIOKEHUE

6. Ilpu perucrpanmu B COUAIBLHON CETH HEOOXOIMMO UCTIONB30BaTh CJIOXKHBIE TAPOJIH, COCTOSAMINE U3 OYKB U IU(P U ¢ KOJTUIECTBOM 3HAKOB H

7. Jlns conuanabHOM CETH, MOYTHI U APYTHUX CAUTOB HEOOXOAMMO MCIIOIB30BaTh pa3HbIe Mapoiin. Toraa eciu Te0s B3JIOMAIOT, TO 37I0YMBIITUICHHY

JOCTYTI TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.
DJIEKTPOHHBIE JeHbIU
DNEeKTPOHHBIE JIEHBIU - 3TO OYeHb YAOOHBIN CIIOCO0 MIaTekei, 0JJHAKO CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TH JCHBTH.
3JICKTpOHHI>Ie JCHBI'U ITOSIBUJINCH COBCEM HCAAaBHO U UMCHHO MN3-3a 3TOI'O BO MHOTUX FOCY,Z[apCTBaX 0 CUX HOp HEC HponncaHo HpO HHUX B 3aKOHax.
B Poccumn xe onn (QyHKIIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJIE X Pa3AeisioT Ha HECKOJIBKO BUIOB - aHOHUMHBIC U HE aHOHUMHbBIE. Pa3H
YTO aHOHUMHBIC - 3TO T€, B KOTOpLIX pa3pemaeTcsf HpOBOI[I/ITI) onepaulzm 663 I/II[GHTI/I(l)I/IKaHI/II/I I10JIb30BAaTCIIAA, 4 B HCAHOHHUMHBIX I/II[GHTI/I(l)I/IKaHI/ISI 110,
SBIIsIETCS 00s13aTENLHOM.
Taxoke crnemyeT pa3nuyarh dJIEKTPOHHBIE (pHaTHBIC IEHBIH (PaBHBI TOCYJAPCTBEHHBIM BaJIOTaM) M AJIEKTPOHHBIC HE(pHaTHBIC IEHBIU (HE PaBHBI TOCY
BaJIIOTaM).
OcHOBHBIE COBETHI 110 6€30MacHOM padoTe C ANEKTPOHHBIMU JICHbIAMU:

1. TlpuBsbku K c4eTy MOOMIBbHBIN TenehoH. DTO camMblil yIOOHBIN U OBICTPBIN CIOCOO BOCCTAHOBUTH AOCTYM K cueTy. [IpuBsizanHblii TenedoH m¢
3a0yenrb CBOW TIATEKHBINA Mapoib WU 3aieIb Ha CAUT ¢ HE3HAKOMOTO YCTPOICTBA,

2. Hcnonw3yit onHopa3oBsle mapoiu. [locie nepexona Ha yCHIIGHHYIO aBTOPH3AIMIO Tebe yke He OyAeT YrpokKaTh ONACHOCTh KPasku HITH TEepeX
IJIATEKHOTO MApOJIs;

3. BwiOepu cinoxHbI Tapois. [IpecTymaukaM OyIeT He MPOCTO yralaTh CIIOKHBIN Mapoiib. HanexHbie Tapon - 3TO MapoJid, KOTOPBIE COepKa
3HAKOB ¥ BKIJIIOYAIOT B C€0sI CTPOYHBIC U MPOITMCHBIE OYKBBI, IIU(PBI 1 HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK J0JUIapa, QyHTa, BOCKINIATEb]
t.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC TAHHBIC HA CAaWTax, KOTOPHIM HE JOBEPSCILb.

DJICKTPOHHAsI 10YTA
DJEeKTPOHHAs 110YTa - 3TO TEXHOJIOT U U NMPEIOCTABISIEMbIE €10 YCIYTH 110 NMEPECHUIKE U MOJIyUYEHHIO 3JIEKTPOHHBIX COOOIIEHU, KOTOPbIE pacrpe/iet
KOMIBIOTEPHOH ceTh. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIN AMIMK BBHITISAUT CICAYIONIMM 00pa3oM: UMsI_TOJIb30BaTEISI(@HUMs_J1oMeHa. Takxke Kpome It
MIPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTh IepeiaBaTh (paiibl.
OcHOBHBIE COBETHI 10 0€30MacHO paboTe € ANMEKTPOHHON TOUTOM:
1. Hapno BeIOpaTh MpaBWIIbHBIIN MOYTOBBIHM cepBUC. B MHTEpHETE €CTh OrPOMHBII BHIOOP OECIIIIATHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIyUlIe JTOBE(]
3HAElIb U KTO MEPBBII B PEUTHUHIE;
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He yka3piBait B muHOM 1ouTe TUYHYIO HHpopManuio. Hampumep, mydine BeIOpath "My3bikanbHbIi  (paHaT@" wim "pok2013" BMecTo "Temall
Hcnonp3yii ABYX3TANHYIO aBTOPU3ALIAI0. DTO KOrJa IOMUMO NapoJisl HY’KHO BBOJUTH KOJI, IPUCBUIAEMBbIN 110 SMS;

Bri6epu crioxxHbIl maposnib. J{J1s KaXa0ro NoYTOBOIO SIIUKA A0KEH ObITh CBOW HAJEKHBIN, yCTOWYUBBINA K B3JIOMY MapOJb;

Ecau ectb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTD;

AN

Hcnonp3yii HECKOJIBKO OYTOBBIX SIIIUKOB. I1epBbIii 71 4aCTHOM NMEPENUCKY C afpecaTaMu, KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBIN aap
WCTIOJIB30BATh TIPU PETUCTPAIIH HA POpyMax U calTax;
7. He oTkpbiBaii (haiiibl U IpyTUe BIOKEHUS B MUCbMaXx, JakKe €CIM OHU MPUIIIN OT TBOUX Apy3el. JIydle yTouHu y HUX, OTIIPaBIIsUIN JIH OHH
(haiiner;
8. Tlocme okoH4YaHMs pabOTHI HAa TIOYTOBOM CEPBUCE TEepe] 3aKPHITHEM BKIIAJIKH C CAUTOM He 3a0yabp HakKaTh Ha "BeiidTi".
Ku6epOy/uiuHT Wi BUPTYyaJbHOE U31eBATEIbCTBO
KubepOynnuHr - nmpecieoBaHne COOOIIEHUSIME, COJIEPKAILUMHI OCKOPOJICHUS, arpecCulo, 3allyrMBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAaHH
Pa3IMYHbIX HUHTEPHET-CEPBUCOB.
OcHOBHBIE COBETHI IO 60pbOE ¢ KHOEPOYILITUHIOM:
1. He 6pocaiicst B 60#i. JIyummii crioco0: mocoBeTOBaTHCS Kak ce0sl BECTH U, €CJIM HET TOT0, K KOMY MO>KHO OOpaTHUTHCS, TO BHAYaJIe YCIIOKOUTH(
HAYHEIIb 0TBEYAaTh OCKOPOJICHUSIMHU Ha OCKOPOJICHHUS, TO TOJIBKO €1le OOJIbIIe Pa30XiKellb KOH(IUKT;
2. Vupapnsi cBoel kuOeppernyTaumei;

[98)

AHOHHUMHOCTB B CETH MHHUMAS. CYH_ICCTBYIOT CIIOCOOBI BBISICHHUTB, KTO CTOMT 3@ aHOHUMHBIM aKKayHTOM;
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4. He cTouT BeCcTH XyJIUTaHCKUN 00pa3 BUPTyaabHOM XU3HU. THTEpHET PUKCUPYET BCE TBOM ICUCTBHUS M COXpaHSCT UX. Y TATUTh UX OyJeT KpaiHe

3aTPyIHUTENBHO;
5. Co0mrogaiil cBOIO BUPTYaIbHYIO YECTh CMOJIOY;
6. Urnopupyli eqHUYHBINA HeratuB. OJHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS TyUIlle UTHOPHPOBaTh. OOBIUHO arpeccus MPeKpamaeTcs Ha H
CTaJuH;
7. Ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COITUAIBHBIX CETSAX €CTh BO3MOKHOCTH OJIOKHPOBKH OTIIPABKH COOOI
OTIpE/ICJICHHBIX aJIPECOB;
8. Ecnu TbI cBUzETENb KHMOEpOyIMHTa. TBOM NEHCTBUS: BRICTYIUTH IPOTUB MIPECIIEIOBATENS, I0KA3aTh €MY, YTO €ro JeHCTBHS OLEHUBAIOTCS H!
MOJJIEPKATh )KEPTBY, KOTOPOU HY>KHA MCUXOJIOTHYECKasl TOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO OBEICHUS B CETH.
MoOuabHbII TeJIe(hoH
CoBpemenHble cMapTHOHBI U IIIAHIIETHI cOAepkKaT B ce0e BIOTHE B3POCIbINA (DyHKIIMOHAT, U TENEPh OHU MOTYT KOHKYPHUPOBATH CO CTAllMOHAPHBIMHU
KoMIbtoTepamu. OTHaKO, CPEICTB 3aIIUTHI IS TOJTOOHBIX YCTPOMCTB MOKa 04eHb Maio. TecTupoBaHUE U TIOUCK YS3BUMOCTEH B HUX MPOUCXOIUT HE
WHTEHCHUBHO, Kak J1s [TK, To jxe camoe kacaeTcss U MOOMIIBHBIX MTPHIIOKECHUN.
CoBpemeHHBIE MOOMITBHBIE Opay3ephl ykKe MPAaKTUYECKU JOTHAIHM HACTOJIbHBIC aHAJIOTH, OJTHAKO paciIupeHue QyHKIMOHaIa BIeYeT 3a COOOH OOIIbI
CJI0KHOCTh M MEHBIIYIO 3aIIMIEHHOCTb.
Jlaneko He Bce MPOU3BOIUTENH BBIITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKHE YS3BUMOCTH JIJISl CBOUX YCTPOUCTB.
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OcHOBHBIE COBETHI JIsi 6€30MacHOCTH MOOMIIBLHOTO TeneoHa:

1. Hwuuyero He gBisgeTcs MMO-HaCTOAIIEMY OecIUIaTHBIM. By,[[]':: OCTOPOKCH, BEb KOT'a Tebe npeajararoT OecIutaTHBIN KOHTCHT, B HCM MOT'YT OBITH CKPBITBL

KaKHe-TO IUIaTHbIE YCIIYTH;

Hymaii, mpexe ueM otnpaButbh SMS, ¢poto unu Buaeo. Thl TOUHO 3HAEIIb, TJe OHU OYyT B KOHEYHOM UTOTE?

Heo6x0a1uMo 0OHOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

Vcnonp3yi aHTUBUPYCHBIE TIPOTPAMMBI IJ1s MOOMITBHBIX TeIe()OHOB;

He 3arpy:xaii mpuiio>keHus OT HEU3BECTHOI'O UCTOYHHKA, BEIb OHU MOT'YT COJEPKaTh BPEJOHOCHOE ITPOrPaMMHOE 00ECIIEUEHUE;
[Tocne Toro Kak ThI BBIMICIITH C CaliTa, TJie BBOWII JIUYHYIO HH(MOPMAITHIO, 32l B HACTPONKH Opay3epa U yaanu cookies;
Ilepuonnyecku npoBepsiii, KakKue MIATHBIE YCIYT'H aKTUBUPOBaHbI HA TBOEM HOMEPE;

e A R

JlaBaii cBoii HOMep MOOMIBHOTO Tese(oHa TOJIBKO JTIOISM, KOTOPBIX ThI 3HACIIb U KOMY JOBEPSCIIIb;

9. Bluetooth nomxken ObITH BHIKIIOYEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0bIBailt MHOT/A IPOBEPSATH 3TO.
Online urpsi
CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPAaCOUHBIE, 3aXBAThIBAIOIIME pa3BiIeueHHs], 00beIMHSIONINE COTHH THICAY YEJIOBEK 10 BceMy Mupy. Mrpoku ucci
JAHHBIA UM MHp, OOIIAIOTCS APYT C APYTOM, BBIIIOJIHAIOT 3a/1aHuUs, CPAXKaKOTCsl C MOHCTPAaMU U MOJIYYaloT OIBIT. 3a YAOBOJILCTBUE OHH ILIATST: IOKY!
OIJIaYMBatOT A00OHEMEHT WJIM IPHUOOPETAIOT KAKUE-TO OILUU.
Bce 31u cpeacTBa uayT Ha MOAIEpKAHUE M PA3BUTHE UTPHI, a TAKXKE HA caMmy 0€30TaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIUH, BHIITYCKAIO
natyu (¢ poBBIC 3aIUIATKH IS TPOTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nomo6HbIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONIEPHUKOB, CKOJIBKO KPaskyd TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIUU (
urp.
OcHOBHBIE COBETHI 10 6€30MaCHOCTH TBOETO HTPOBOT0 aKKAYHTA!

1. Ecnu npyroii urpok BefeT ceds II0X0 WK CO3/1aeT Tede HENPUATHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;
[Toxkamylicsa aqMUHHCTpAaTOpaM UIPbl Ha IJI0OXOE MOBEAEHHUE 3TOTO UIPOKA, JKEJIATENBHO MPUIIOKHUTH KaKue-TO J0Ka3aTeIbCTBA B BUAE CKPUH(
He yka3piBaii muunyro nHpOopMaIuio B mpodaiisie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeounaabHbIE TATYH U MOJIBI;

A

Hcnonb3yi C10KHBIE M pa3HbIE TTAPOJIH;
7. Jlaxe BO Bpems UTPBI HE CTOUT OTKIIIOYATh aHTUBUPYC. [1oka ThI Urpaeib, TBOW KOMITBIOTEP MOTYT 3apa3uTh.
OUIIMHT WIM KPaKa JUYHBIX JAHHBIX
OOBIYHOM Kpaskel JeHeT U TIOKyMEHTOB CETOHS YK€ HUKOTO HE YIUBUIIb, HO C Pa3BUTHEM UHTEPHET-TEXHOJIOTHH 3710yMBIIUICHHUKH MTEPEMECTUITN
Y TIPOJIOJDKAIOT 3aHUMATHCS "' TFOOUMBIM" IETTOM.

Tak nosiBUIIaCh HOBas yrposa: UHTCPpHCT-MOIICHHUYCCTBA NI q)HIHI/IHF, rj1aBHasA 0e€Jb KOTOPOTO COCTOUT B IMOJTYYCHHUU KOHq)I/II[eHIII/IaJ'H)HI)IX JaHHBbIX

IOJIE30BATENICH - JIOTHHOB U mapoiieil. Ha anrimiickom si3bike phishing unraercs kak ¢umunr (ot fishing - peiOHas oBis, password - mapos).
OcHOBHBIE COBETHI IO OOPHOE ¢ PUITHHTOM:

CINYIOT
IaloT JINCK,

rcst HOBBIC

OJIBINMHCTBA

B;

Ch B UHTEPHE




1. Cnenu 3a cBOMM akkayHTOM. Ecnu Thl OJ103peBaciilb, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO HE0OX0IMMO 3a0JI0KUPOBATh €€ U COOOIIUTDH aaM]
pecypca 00 3TOM Kak MOKHO CKOpEE;
2. HWcnonw3yit Oe3omacHble BeO-CaliThl, B TOM YUCIIE, UHTEPHET-Mara3uHoB U TIOUCKOBBIX CUCTEM;
3. Hcnonp3yii cioxkHbIe U pa3Hble Tapoiu. Takum 00pa3zom, eciiu Te0s B3JIOMAIOT, TO 3JI0yMBIIIJICHHUKH TOTyYaT JOCTYI TOJIBKO K OJJHOMY TBQ
B CETH, a HE KO BCEM;
4. Ecnu TeOst B3IOMaIH, TO HEOOXOIUMO MPEAYNPEANTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE T00ABJICHBI y T€0s B IPY3bAX, O TOM, UTO TEOS B3IIOMA,
BO3MOJKHO, OT TBOETO UMEHH OyJIET pPacChUIaThCsI CIIaM M CCHUIKH Ha (PUIIMHTOBBIE CANTBI;
5. YcranoBu HaaexHbIN naposib (PIN) Ha MoOubHEIH TenedoH;
6. OTkIIr0uM COXpaHeHHE Mapoiis B Opaysepe;
7. He oTkpbiBaii (hailibl M IpyTUE BIOKEHUS B MUChMaX, JaXkKe €CJIM OHU MPUIILTK OT TBOUX Apy3ei. JIydle yTouHu y HUX, OTIIPABIISUIN JTH OHH
Gbaitnbl.
Hudposas penyrauus
[Mudposas penyTanus - 5T0 HeTaTUBHAS WX NO3UTHBHAs nHQOpMarus B cetu o Tedbe. Kommpomerupytoias nHGpopMaIus, pa3MenieHHas: B HHTEPHE
Cephe3HBIM 00Pa30M OTPA3UTHCS Ha TBOEH peanbHo xu3HH. "Lndposas pemyranus” - 5To TBOW UMHIDK, KOTOPBIH (popMupyeTcst u3 nHpopMamuu o
WHTEpHETE.
TBoe MecTo KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE TTOJI0KEHUE, 0COOCHHOCTH XapaKTepa U paccKa3bl O OJIM3KHX - BCE 3TO HAKAIUTMBAETCS B CETH.
MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOIHUKaIMK JTUYHON nHpopMauu B IHTepHeTe, He MOHMMAasi BO3MOXKHBIX MOCHeACTBHM. ThI Jax
JOTaaThCs 0 TOM, 4To (pororpadus, pasmenieHHas S JeT Ha3al, CTajla MPUIMHON 0TKa3a MPHUHATH TeOsI Ha padoTy.
KommMmenTapuu, pa3merienue TBoux gororpaduit u Ipyrue IeHCTBUS MOTYT HE UCUE3HYTh Ja)Ke MOCTe TOTO, KaK Thl X YAAIUIIb. Thl HE 3HACHIb, KT(
3Ty UH(pOpMAaIIKIO, TIOTIaJia I OHA B MOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKpY KaIOIIUe JIIOAU, KOTOPbIE H
yBUAAT 3T0. HaiiTu nHpOpMannio MHOTO JIET CITyCTS CMOXKET JII000# - Kak U3 100pBIX MOOYKICHUH, TaK U ¢ HAMEPEHHEM IPUYHHUTH Bpea. ITO MOX
YTOJIHO.
OcHoBHBIE COBETHI M0 3a1UTe HUPPOBOIi penmyTanum:
1. Tlomymaii, mpex/ie yeM 4TO-TO MyOJIMKOBATh U NepeaaBaTh y ce0s B 0J0re Wik B COIIMAILHON CETH;
2. B nHactpoiikax mpoduiisi yCTaHOBH OTpaHUYEHUS HA IPOCMOTP TBOETO MPOGUIIS U €ro COACPIKUMOTO, CACIIaid ero TONbKO "y Apy3ei";
3. He pa3memaii u He yKka3biBaii HH(POpPMAIIHIO, KOTOpas MOXKET KOTO-TM00 OCKOPOJIATh MIIM OOMKATD.
ABTOpPCKOE MPaBo

HHICTPATOpa

emMy TpoQui

1 H,

re0e 3Tu

TE, MOXKET
TeOe B

C HC CMOXKCII
COXpPaHUII

AT U
€T OBITH KTO

COBpeMeHHHe MKOJBHUKH - aKTHUBHBIC I10JI30BaTCIN I_II/I(I)pOBOFO IMPOCTPAHCTBA. OI[HaKO JaJICKO HEC BCC 3HAIOT, YTO IIOJIB30BaHHNC MHOI'MMH BO3MOM(HOCTIAMU

U poBoro Mupa TpedyeT coOMI0IeHNs MPaB Ha UHTEIUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepmuH "HHTENNIEKTYanbHasi COOCTBEHHOCTB'" OTHOCHUTCS K Pa3IMUHBIM TBOPEHHUSAM YEJIOBEYECKOI0 YMa, HAUMHAsl C HOBBIX U300PETEHUI 1 3HAKOB, 0003HAYAOIITY

cOOCTBEHHOCThH Ha MPOAYKTHI U YCIIYI'U, U 3aKaHYUBAasl KHUT'aMH, q)OTOFpa(i)I/IHMI/I, KI/IHO(i)I/IJ'II)MaMI/I 1 MY3bIKQJIbHBIMHA MTPOU3BCACHUAMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEJUICKTYJIbHYI0 COOCTBEHHOCTh Ha IPOU3BECHUS HAYKH, TUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYIIAIOT B

KauyecTBE TapaHTUH TOTO, YTO MHTEIJICKTYaJIbHBIM/TBOPUECKHM TPyl aBTOpa HE OyIeT HalpacHbIM, AacT €My CIIpaBeAJIMBbIe BO3MOXKHOCTH 3apaboTath Ha




pe3yJbTaTax CBOETo TPyAa, MOIy4YUTh U3BECTHOCTD U Npu3HaHue. Hukro 6e3 pasperieHus aBTopa He MOKET BOCIIPOU3BOJUTH €r0 MPOU3BEIEHHUE, PACIIPOCTPAHSIT!
yOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTUPOBATH, ITYCKATh B IPOKAT, MMyOJIMYHO UCIIOIHATH, IOKA3bIBATh/UCHIOIHATH B 3(Hpe WU pa3Mellalrb B

WNurepnere.
Hcnonp3oBanue "mUpaTcKoro” mporpaMMHOI0O 00ecredeHrsl MOXKET MPUBECTH K MHOTUM PUCKaM: OT IMOTEPH JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUJOBKU TBOETO

yCTPOMCTBA, T/Ie yCTAHOBJICHA HEJIeTalbHas IporpamMma. He cTouT Taxke 3a0bIBaTh, YTO CYMIECTBYIOT JIETAbHBIC U OECILIATHBIC IPOTPAMMBI, KOTOPHIE MOKHO
HaWTH B CETU.




